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MISSION 

• Risk and Threat Tracking. Develop and maintain a comprehensive understanding of the cybersecurity threats and risks to the aerospace and 
electronics sectors.

• Cybersecurity Best Practices. Promote and support the adoption of cybersecurity best practices throughout the IEEE AESS. 

• Stakeholder Collaboration. Coordinate and collaborate with other stakeholders to ensure a harmonized approach to cybersecurity.

OBJECTIVES

• Risk and Threat Tracking. To understand the cybersecurity threats and risks that affect the AESS sectors.  This will be accomplished by 
developing and maintaining a comprehensive knowledge base of cybersecurity vulnerabilities and threats that can affect the sectors of interest 
and their respective assets.  The threats and vulnerabilities will be prioritized to identify the most critical cybersecurity vulnerabilities.

• Mitigations. To develop recommended mitigation strategies and controls for the ecosystem of each sector that can prevent, detect, respond to, 
and recover from cybersecurity incidents.

• Cybersecurity Best Practices. To promote and support the adoption of cybersecurity best practices throughout the AESS to improve its 
cybersecurity posture.

• Training. Provide cybersecurity training and education to associated industry personnel to equip them with the skills and knowledge to deal with 
cybersecurity incidents.  This will be accomplished by papers and publications in various industry and cybersecurity conferences, magazines, and 
journals.  In addition, distinguished lectures will be prepared by the Panel member and offered to IEEE member organizations, Local Chapters 
and through virtual media.

• Awareness. To enhance the cybersecurity awareness and knowledge of AESS industry personnel to enable them to detect and respond to 
cybersecurity incidents.

• Collaboration. To collaborate with other stakeholders to ensure a coordinated and comprehensive approach to AESS cybersecurity that aligns 
with the underlying sector's needs and priorities.

Cyber Security Panel Mission and Objectives
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• Seven (7) new members nominated and confirmed to join Cyber Panel!

• Challenge problem definition: Federated AI to Secure Drone Networks

• Request for challenge problem solutions approved!

• AESS Special Publication Magazine Article

• Space Standards Collaboration

• Lots of Papers, Conferences, and Education

• DASC Best Cyber Paper!

Cyber Security Panel Summary of Activities
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Federated AI for Cyber-Resilient Avionics/Drones 

• Grant of $25K. Nine (9) Proposals 
submitted. 

• Cyber Pane Technical Oversight

• Incredible Technical Work!

• AESS Tech Panel Collaboration:
• Avionics

• Glue Tech for Space Systems

• Cyber Security

Published Software:
https://github.com/I-Fusion/drift-fairroad/tree/v2

https://github.com/I-Fusion/drift-fairroad/tree/v2
https://github.com/I-Fusion/drift-fairroad/tree/v2
https://github.com/I-Fusion/drift-fairroad/tree/v2
https://github.com/I-Fusion/drift-fairroad/tree/v2
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AESS Challenge Problem

• RFP Approved by BOG and Published

• AESS Tech Panel Collaboration:
• Avionics

• Glue Tech for Space Systems

• Cyber Security

• Proposals due 15 May 

• Four (4) awards of $25K



• Artificial Intelligence in Cybersecurity

• Jeff Chavis, Victor Murray Guest Editors

• Call for Papers Closes 13 May

Special Issue IEEE AESS Magazine

Massive response from Cyber Panel Members!!!



Conference Contributions
• International Carnahan Conference on Security Technology (ICCST); October 2025 Panel 

Discussion on AI/ML in Cybersecurity; Zechun Jacob Cao, Victor Murray, Provided Keynote 
Speakers

• Aerospace Cybersecurity Workshop; April 2026; Krishna Sampigethaya 
Keynote/Introduction, Victor Murray Panel Discussion Airport Cyber

• Flight Software Workshop - Aerospace Corporation, NASA Jet Propulsion Laboratory, and 
the Southwest Research Institute; March 2026; Presentation ‘Zero Trust for Avionics’; Henry 
Haswell

• Texas Space Cybersecurity Workshop; February 2026; Victor Murray

• Aerospace Cyber Symposium; February 2026; Krishna Sampigethaya, Victor Murray Panel 
Discussion; ERAU/NASA/NSF

• Airportech International Symposium; February 2026; Victor M. - Cybersecurity for Smart 
Infrastructure: Threats, Case Studies, and Resilience

• DASC 2025: AI in Cybersecurity Panel Discussion

Cyber Security Panel - Spring 2025 Report
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Publication Activities
• FUSION 2026: Paper Accepted FedROAD: A Federated 

Learning Resilient Operating Avionics and Drone 
Benchmark 

• DASC 2025: Best Cyber Paper - Model-Based Avionics 
Cybersecurity Framework for Identification of Risk and 
Evaluation 

• DASC 2025: Zero Trust for Avionics

• ISSCT 2025: Technical Risk Indicators for the Critical Pathway to 
Insider Risk

• Risk Assessment Article Magazine Article

Cyber Security Panel - Spring 2025 Report
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Education Activities
• SPARTA – Brandon Bailey, Aerospace Corp. https://sparta.aerospace.org/  

• Cyber Security Standards for Space - William Ferguson  

• Transportation Cybersecurity Challenges – Edward Fok

• Insider Threat – Bill Claycomb

• Federated AI for Securing Drones – Deeraj Nagothu

• OT Cyber Analysis – Garrett Jarres

• ICCST Conference - Post Quantum Cryptography Workshop; Cameron 
Mott

• Was cancelled at last minute by conference committee. Looking for opportunity to 
use created plans.

Cyber Security Panel - 2026 Semi-Annual Report
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Industry Engagement and Standards
• P3536 - Space System Cybersecurity Design Standard Working Group

• Collaboration with Greg Falco, William Ferguson 

• Cleared for Contract: Navigating Compliance to Compete in Space; CyberSat; November 
2025 – Greg Falco, Victor M.

Cyber Security Panel - 2026 Semi-Annual Report

10



• Review Challenge Problem Solution II Proposals
• Proposal Review and Selection Committee

• Begin Performance and Awardee Oversight

• Review Paper Submissions for IEEE AESS Special 
Publication: AI in Cybersecurity

• Support Conferences

• Publish Magazine Article on Risk Assessment

• Continue Cyber Panel Growth

• Continue to Host Technical Presentations

• Continue Engagement with Cyber Standards
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Cyber Security Panel - Future Plans
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