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Global Air Transport Challenges (pre-covin)
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Evolving Air & Space Transport Ecosystem
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Air Transport Industry Snapshot

< The Aerospace and Aviation (A&A) industries play an important role in the global economy.
Before the recent crisis caused by the COVID-19 pandemic, air transport alone contributed
USS2.7 trillion to the world GDP (3.6%) and supported 65.5 million jobs globally

< Despite the significant reduction of air transport due to COVID-19 (in the order of 60%),
forecasts show that demand for aviation will continue to rise in the period up to 2050. So, its
growth must be sustainable — with affected communities supported and the environment
protected

% Key drivers post-COVID include Advanced Air Mobility and low-level ATM evolutions (UAS Traffic
Management and Urban/Regional Air Mobility), flight above FL600 (stratospheric flight) and sub-
orbital space transport
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Space Industry Snapshot

% In 2020, the global space economy was
worth 366 billion USD ‘fé’%g

U5 spacs Foree <S50, 1 B\

<+ One quarter attributed to non-satellite
industries (government budgets and a very
small portion allocated to commercial
human spaceflight) and three quarters to
commercial satellite and launch services

L)

*

While satellite manufacturing and launch
services account for a total of 17.4 billion
USD, the satellite systems industry (space, ;
ground and user segments) holds the $m e
majority of the market share, with a -
staggering 253.4 billion USD

RS

Global Space
Economy

X/

A5

The entire human spaceflight market & iy
volume accounts for a mere 1.7B but it is
expected to grow significantly
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Avionics Challenges and Opportunities

« Enhancing Safety, Efficiency and Sustainability of the
air and space transport sector to support the anticipated
growth post-COVID

«<+ Research and Innovation Areas

* Next Generation ATM Communications, Navigation,
Surveillance (CNS) & Avionics (A) Systems (CNS+A)

* UAS access to all classes of airspace (trusted autonomy) i

WORLD: +8.0%

* Improved efficiency/capacity of airports and spaceports
(digitalisation/multimodal)

* Solutions for enhanced safety and security

Airliner Accident Statistics 2018
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Automation and Al in Avionics Systems

Integrated and Interoperable CNS+A\

UAS access to all classes of airspace
(trusted autonomy)

Improved efficiency/capacity of
airports and spaceports
(digitalisation/multimodal)

Solutions for enhanced safety and

\ security (cyber-physical systems) /
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MDTM Evolutionary Framework

Space Situational Space Traffic Integrated Air & Space
Awareness Management Traffic Management
Unsegregated

“Standalone”
Space Operations
. . Air and Space

Air Traffic Management (ATM) Vehicle Operations Vehicle Operations
Two-Pilot Single-Pilot
Operations Operations (SPO)

UAS Traffic Management (UTM)
One-to-Many (OTM)
Low-Altitude ATM (LA-ATM) Non-Segregated

UAS Operations
Segregated
UAS Operations
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Unsegregated Space
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R. Sabatini, A. Roy, E. Blasch, K. A. Kramer,
G. Fasano, |. Majid, O. G. Crespillo, D. A.
Brown and R. Ogan, “Avionics Systems Panel
Research and Innovation Perspectives.” IEEE
Aerospace and Electronic Systems Magazine,
Vol. 35, Issue 12, pp. 58-72, December 2020.
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Al in Avionics Systems

J

** Application Domains:

Advanced Air Mobility (AAM) - Urban and Regional
NextGen/SESAR ATM and UAS Traffic Management (UTM)

Space domain awareness and Space Traffic Management (STM)

** Practical Examples:

Autonomous separation assurance and collision avoidance
Aircraft health and mission management systems
Vision-based navigation and landing

ATM/UTM decision support tools

Distributed Space Systems (DSS)
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Airspace Evolutions

FLIGHT DOMAINS

325 kft/100 km

UNREGULATED

65 kft/18 km

REGULATED _ . ‘
AIRSPACE

Ref.: S. Hilton, R. Sabatini, A. Gardi, H. Ogawa, and P. Teofilatto, "Space traffic management: towards safe and unsegregated space transport operations", Progress in Aerospace
Sciences, vol. 105, pp. 98-125, Feb 2019. DOI: 10.1016/j.paerosci.2018.10.006
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Airspace Evolutions

FLIGHT DOMAINS
SPACE DOMAIN

325 kft/100 km

ATM DOMAIN

65 kft/18 km

Ref.: S. Hilton, R. Sabatini, A. Gardi, H. Ogawa, and P. Teofilatto, "Space traffic management: towards safe and unsegregated space transport operations", Progress in Aerospace
Sciences, vol. 105, pp. 98-125, Feb 2019. DOI: 10.1016/j.paerosci.2018.10.006
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Evolving Space Transport Ecosystem

** Introduction of Commercial Space Industry has accelerated
development of Reusable Space Vehicles (Reaction Engines, Virgin
Galactic, Sierra Nevada, etc.)

Virgin Galactic Space Ship 2

Courtesy: Virgin Galactic

% Space Tourism, Research, Point to Point transport have been
identified as commercially and economically viable markets

» The need for integration of space and traditional atmospheric traffic
is widely recognized (NextGen, SESAR)

. . . Sierra Nevada Dream Chaser
% A global, harmonized Air and Space Traffic Management network O ourteny: iorts Nevade

will require the implementation of advanced CNS+A technology

% Success of industry will fundamentally depend on the ability to
demonstrate an acceptable level of safety

** The Space Shuttle approach is not scalable and unsustainable

Reaction Engines Skylon
Courtesy: Reaction Engines
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“Space traffic management is the set of technical and regulatory
provisions for promoting safe access into outer space, operations in
outer space and return from outer space to Earth free from physical or
radio-frequency interference.” - International Academy of Astronautics
(IAA)

» Space Surveillance Network (SSN), USA,

* Space Surveillance and Tracking (SST) system,
European Space Agency (ESA) ,

* Space Surveillance System (SSS),Russia,

* Network for Space Objects, Tracking, and Analysis
(NETRA), ISRO,

» Canadian Space Surveillance System (CSSS), Canada.

Vertical Take-off and Landing (VTOL) i
E.g., SpaceX Falcon 9 - Figere (a) e’ \os
) i - Clmib Clsce
Horizontal Take-off and Landing ., . & § e $2 . Verbcai (] Varkcal ) e HoMzonS! Lo — = ok 14 | e -
(HTOL) - NASP and HOTOL - Figure (b) y o i SR - tako-crt || | Lifvo i
* VTOL platform schematic HTOL platform schematic Hybrid platform schematic
HYBRID-Space Shuttle Orbitet and Sierra (a) (b) (c)

Nevada Corporation's Dream Chaser
platforms - Figure (c)
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Space Transport Platforms

Vertical Takeoff & Landing
* Traditional approach to access space
* Limited in maneuverability (non-lifting body)

* Vertical landing pioneered by SpaceX

reusable vehicle

C. . . . . ; Orbital Domain
* Minimized time in atmosphere is primary \ Karman Line (100k

advantage from ATM perspective

Horizontal Takeoff & Landing

II)

* Ability to perform “tactical” maneuvers like

atmospheric aircraft

* More accommodating in their integration Hybrid
with ATM systems (can enact rerouting and
tactical deconfliction) * E.g. carrier aircraft taking space vehicle to launch altitude
 Promising concept for point-to-point * Gliding flight most commonly performed after re-entry
suborbital transportation * Currently applied to Space Tourism

© 2022 |IEEE AESS - ASP 41st DASC, Portsmouth, VA, 19-Sept-2022



Regulatory Framework Evolutions

The lack of regulatory oversight by the
United Nations between FL600 (ceiling of

SarE , COPUOS
ICAO jurisdiction) and the Karman Line
(base of .the ;OPUOS jurisdiction) is seen as T
a growing issue as more and more
platforms operate regularly above FL600, NON-CONTROLLED & NON-ICAO REGULATED
while sp'c.lce Iaun'ch and re—ethry o.peratlons FL600 (20 km)
necessarily transit through this region. A
An extension of the ICAO jurisdiction up to F1450 (13 km)
50 km or more has been already proposed } o
by ICCAIA.
Interational Civil Aviati i —\ limss-(e'km)-
ICAO- International Civil Aviation Organization (TERMINAL
COPUOS -Committee on the Peaceful Use of Outer Space NON-CONTROLLED
ICCAIA- International Coordinating Council of Aerosche Industries Associations CONTROI-) )

Ref.: S. Hilton, R. Sabatini, A. Gardi, H. Ogawa, and P. Teofilatto, "Space traffic management: towards safe and unsegregated space transport operations", Progress in Aerospace
Sciences, vol. 105, pp. 98-125, Feb 2019. DOI: 10.1016/j.paerosci.2018.10.006
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Proposed Concepts

mitz.gnaggﬂl;:;londr g P — - — Explosion with Debris Explosion with Debris
[9] (V]
I g Uncertain Trajectory é’ Uncertain Trajectory
: 3
Emergency Abort Scenario Emergency Abort Scenario
= e Time Time
Space Transition Corridor 4 Dimensional Compact Envelopes
Courtesy: NextGen US Courtesy Stanford University Aerospace Design Lab
Space Transition Corridors Four-Dimensional Compact Envelopes
» Employing three spatial (length, width, = Based on individual probabilistic off-nominal spacecraft
azimuth) and two temporal parameters conditions during launch and re-entry phases
(duration and midpoint of corridor) = Compact envelopes enforce only the portion of airspace

that is at risk

= Elegant solution in safeguarding spacecraft operations
compared to STC (but complex practical implementation)

= Corridor remains static throughout its
implementation
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4D Trajectories and Intent-Based Operations

Development of innovative ATM Decision Support Systems (DSS) to enable 4D-

Trajectory (4DT) optimization, negotiation and validation in the future ATM context
+* 4DT Planning, Negotiation and Validation (4-PNV) in synergy with Next Generation

of Flight Management Systems (NG-FMS)
Engine and Operational Airframe

NG-FMS
g Emissions Model  Business Model Systems Model g

q_' y . - & .“i:i
Demographic @ ooy ‘ fm‘@dé
WSS Database T2 é

| || ]
: —_ { Multi Objechve 4D J —)

Airspace Model

Intent A Confirm |
{traj. a,...ay}| ‘ra -3 |
l
)
1
I
13
]

4- PNV + |ANSP
ATCO 7_7
L Terraln Database
Contralls

GROUND COMMUNICATION NETWORK oL * s
(COLLABORATIVE DECISION MAKING) Weather Model
Model

Ref.: A. Gardi, R. Sabatini, and S. Ramasamy, "Multi-objective optimisation of aircraft flight trajectories in the ATM and avionics context", Progress in Aerospace Sciences, vol

Trajectory Optimisation
GIobaIIy Optimal 4D
Traj jectorles

Noise Model

83, pp. 1-36, 2016. DOI: 10.1016/j.paerosci.2015.11.006
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Dynamic Airspace Management

R

» In the near term, ATM systems will automatically validate aircraft intents by implementing
adequate separation assurance and time-based flow optimization methods

* Inthe longer term, DSS will evolve to allow Dynamic Airspace Management (DAM) with
morphing techniques (e.g., dynamic geo-fencing) also supporting UAS Traffic
Management (UTM) and Urban Air Mobility (UAM) operations

D)

Optimized Trajectory Re-route

X Original Flight Path

Ref.: T. Kistan, A. Gardi, R. Sabatini, S. Ramasamy, and E. Batuwangala, "An evolutionary outlook of air traffic flow management techniques", Progress in Aerospace Sciences,
vol. 88, pp. 15-42,2017. DOI: 10.1016/j.paerosci.2016.10.001
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SiPO to RPAS in Conventional Airspace

** Improve the total system performance through highly automated CNS+A
systems supporting human-machine teaming

+» Adaptive Human-Machine Interfaces and Interactions (HMI2) based on:

— Real-time avionics systems integrity monitoring
— Sensing of neuro-phvsiological parameters and Al-based estimation of cognitive states

Two-pilot Single-pilot S —
operations operations operations i—.— ‘=H
flﬂllﬂ Pilot Strategic

:‘3::” decision

N/A Intelligent 4D Flight Management System (FMS),
Adaptive Human Machine Interface (HMI),
Automated Landing System

On-board On-board
flight crew flight crew

Autonomous Traffic Collision Detection and
Avoidance System (ATCDAS), Terrain and
Weather Surveillance System (TWSS),
High-Speed Communication System

e-Pilot Tactical
(level 1) Replanning

Flight Control System (FCS), Autopilot,
Ground ﬂight Ground ﬂight On-board Maintenance System (OMS),
<< Navigation System
crew crew

Ref.: Y. Lim, V. Bassien-Capsa, S. Ramasamy, J. Liu, and R. Sabatini, "Commercial airline single-pilot operations: System design and pathways to certification", IEEE Aerospace
and Electronic Systems Magazine, vol. 32, pp. 4-21, 2017. DOI: 10.1109/MAES.2017.160175
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UAS Traffic Management — Key Challenges

)*. Class B/C/D N
W’?}Eﬁ? N
AW naONNINNNNNNNN. 1200 ft

—_——— CassG — — —_— —— SES | — ———— 700 ft

The conventional human-intensive
and tactical ATC paradigm cannot
fulfil the needs of manned/UAS
traffic integration

A higher degree of automation is
necessary in the UTM framework

The tactical deconfliction approach
of traditional ATM cannot be scaled
down to apply in UTM

The tasks and responsibilities of
human UTM operators are not fully
defined

Ref.: - N. Pongsakornsathien, A. Gardi, R. Sabatini, and T. Kistan, "Evolutionary Human-Machine Interactions for UAS Traffic Management", AIAA Aviation Forum 2021
- N. Pongsakornsathien, A. Gardi, R. Sabatini, T. Kistan, and N. Ezer, "Human-Machine Interactions in Very-Low-Level UAS Operations and Traffic Management", DASC 2020, San Antonio, TX, USA, 2020
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UAS Traffic Management and UAM

UTM System Advanced Air_ Mobility

% o e s — TMA Alrspace A safe, automated air transportation
o Orferat” et P system for passengers and cargo in
Decisionl making

> urban and rural locations

A
1
1
I I . . e
iApproved . 3 * Regional Air Mobility (RAM)
Tri G d { Verti Al . . .
reqL:I:sts Trarr?éigort Vertiport ertiport irport Urban Alr MOblIlty (UAM)
- UTM/AAM are moving towards trusted autonomy
% 4 . « Highly automated human-in-the-loop operations
bring about issues of responsibility allocation and
e a— " e mandates evolutions in the legal and regulatory
- frameworks (liability concerns)
UT™M UT™M i o
me;.s,,em.,,mf,ﬁ'a“" The tasks and responsibilities of humans and Al
ettt . — agents in UTM/AAM are yet to be defined
- 4
Jerain UTM Network Ref.: - N. Pongsakornsathien, A. Gardi, R. Sabatini, and T. Kistan, "Evolutionary Human-Machine Interactions for UAS
» Flight Airspace ’ Traffic Management", AIAA Aviation Forum 2021
iy Lo e - N. Pongsakornsathien, A. Gardi, R. Sabatini, T. Kistan, and N. Ezer, "Human-Machine Interactions in Very-Low-

Level UAS Operations and Traffic Management", DASC 2020, San Antonio, TX, USA, 2020

© 2022 |IEEE AESS - ASP 41st DASC, Portsmouth, VA, 19-Sept-2022



UTM/AAM Separation Assurance and Collision Avoidance

Avoidance volume in the space surrounding each track is determined

Accomplished by continuing estimating both navigation and tracking errors
affecting the measurements (plus perturbations) and translating them to unified

range and bearing uncertainty descriptors, which apply both to cooperative and

non-cooperative scenarios Detected
Obstacle / Intruder

. Tracking Error
V Host V Obstacle / Intruder Ry Ellipsoid

/
_____

__________

Navigation Error

Ellipsoid Ref.: S. Ramasamy, R. Sabatini, and A. Gardi, "A Unified Analytical Framework for Aircraft Separation

Assurance and UAS Sense-and-Avoid", Journal of Intelligent & Robotic Systems, 91, pp. 735-754, 2018.
© 2022 IEEE AESS -
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SA/CA - Error Analysis

% Errors are statistically correlated (e.g., C-SAA) or uncorrelated (e.g., NC-SAA)

** The avoidance (uncertainty) volume for uncorrelated measurements is obtained by
inflating the tracking ellipsoid with the navigation error components

** The uncertainty volume for correlated errors is obtained using vector analysis

[ Tracking ervor elliposid
s i I Navigation error ellipsold
10 g e i I Oversll uncertainty volume 404
) s e, Navigation and Tracking
& 30 Error Ellipsoids
5.

20
0

S Uncorrelated
-10

2105 Correlated -

Covariant
20

Contravariant

i -10
0
X- ads [m] Y - axis [m]

-20

X - axis [m]

-50

Ref.: S. Ramasamy, R. Sabatini, and A. Gardi, "A Unified Analytical Framework for Aircraft Separation
Assurance and UAS Sense-and-Avoid", Journal of Intelligent & Robotic Systems, 91, pp. 735-754, 2018.
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SA/CA - Relative Dynamics and Disturbances

Avoidance
Volume

Navigation Error Ellipsoid

C_)A : Dynamic Changes
(expansion or contraction)

Tracking Error Ellipsoid

Ref.: S. Ramasamy, R. Sabatini, and A. Gardi, "A Unified Analytical Framework for Aircraft Separation
Assurance and UAS Sense-and-Avoid", Journal of Intelligent & Robotic Systems, 91, pp. 735-754, 2018.
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SA/CA - Possible Approach to Certification

Distinctive advantage: ability to determine the safe-to-fly UAS envelope based on the on-board
sensors/systems and alternatively to identify the required sensors/systems in order to clear a
certain predefined safety envelope

/ >

Host Aircraft Intruder Ground Obstacles
Envelope Envelope Characteristics

——e —’§‘=[[

Certification

Ref.: S. Ramasamy, R.
Sabatini, and A. Gardi, "A

1)
\\ Unified Analytical
N Framework for Aircraft
) Separation Assurance and

Ny - : UAS Sense-and-Avoid",

g ’ > “ s Journal of Intelligent &
' ' = ' Robotic Systems, 91, pp.

735-754,2018.
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HOTL Dynamic Interactions

Cha”enges

. * Lower cognitive
Higher level of

¢ vion i capability
automationinan ., pyggressive deskilling In
put

OUt'Of'_IOOP * Lower situational Q :

paradigm awareness
O Black Box
LJ. A\ .
' ‘ Output mmmm) Interpretation
Human Factors Al Explanation
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Solution

— &

Adaptive HMI based on
Explainable and Trusted Al

Cognitive Human-Machine
Systems (CHMS)




Cognitive HMS Framework

Human Operator External Conditions
AR SRR SR S } , ‘ Sensing: uses a suite of
3 - (Eé'ég l‘;’(\?‘tllgtsy) 3 Weather _ Traffic Density : N Sensors to measure neuro-
| ©  © [ Cadoespraoy Aty | - | Teran = [ Traffc Complexty | ! physiological observables in
s o S : .
g g AL e = | Arspace Conplexty | | real time, and extracts
: =3 ye Activity < S :
i 2 | Coaze,bink, pupilometry) | & | Tot. Delay & [ Average Deviation relevant features from the
[ Control Inputs 2 © | from Reference 4DT
(mouse positions and clicks ) 2 | DIC Balance observables
. Real-time Task Mental Demand Fatigue Infer_e_nce: estimates
} ° E Cognitive State and Attention Workioad : cognitive states from the
: % ?B Estimation Model Estimation Models Attention features in the Sensing Iayer
§ -3':3’ 2 § using various artificial
E Cognitive State Prediction Model : mte”l_gence (an_d machine
Stuational learning) techniques
Awareness
A S 2 S | Adaptation: module drives
b e . ! 2 i
& = LOA 2 [ GUIPanel = [ Modes | the HMI based on inferred
i & £ Switcher T | Manager 5 | Selector ; cognitive states and key
- E 2 - vl | mission performance
'8 =1 Tasks s Format & -+ Auditory | 3 > metrics
@ & | Manager < | Manager T Hapte e B R = Y ——

Ref.: J. Liu, A. Gardi, S. Ramasamy, Y. Lim, and R. Sabatini, "Cognitive Pilot-Aircraft Interface for Single-
Pilot Operations", Knowledge-Based Systems, 112, pp. 37-53, 2016.
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Cognitive HMI and Explanation UX

[ Explainable Model ’ Task

Machine
Environment z::;‘::;:’e .
« Expl ble Al
” : Xplainable
Coghnitive UX Explanation UX
- Recommendation,
Adaptative Ul { Explanation Ul Decision :rAc!ron
| |  Trusted Al
Informs Platform Informs
for Decision:
. Psychological Model Accept, P
Cognitive Model . s
Is the human [ 9 ] [ of Explanation Reject or ® ‘ e rt I f I ab I e A I
accepting the Modify
machine’s Informs Informs
explanation? N
[ Human Performance } { Natural Language
Can the machine Model Processor “Free Text/Speech”
trust the human? Query
Physiological
Metrics

[ Biometric Sensors }

Ref: T. Kistan, A. Gardi, and R. Sabatini, "Machine Learning and Cognitive Ergonomics in Air Traffic Management: Recent Developments and Considerations for Certification,"
Aerospace, vol. 5, p. 103, 2018.

© 2022 |IEEE AESS - ASP 41st DASC, Portsmouth, VA, 19-Sept-2022



© 2022 IEEE AESS - ASP



Space Traffic Management

Navigation and Tracking Data
Collection and Sharing
(Cooperative scenario)

z [km]

Quantify and Predict Tracked
Space Object Uncertainty

z [km]

5310 -
5300 -
5290 -
5280 --
5270 -
5260 -
5250 -
5240 -

5230 -

T

40

-100

y [km]

4300

T 4280

x [km]

T 400

Conjunction Analysis
and Collision Avoidance

Ref.: - S. Hilton, R. Sabatini, A. Gardi, et al., "Space traffic management: towards safe and unsegregated space transport operations", Progress in Aerospace Sciences, 105, pp. 98-125, 2019.
- S. Hilton, F. Cairola, A. Gardi, R. Sabatini, N. Pongsakornsathien, and N. Ezer, "Uncertainty quantification for space situational awareness and traffic management", Sensors, 19, 2019.
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Distributed Space Systems

What Are Distributed Space Systems (DSS)? Focus on Coverage (EO &
Communication) GPS, Iridium, DMC

OneWeb, Starlink (900+ Platforms)

DSS mission architectures move away from the monolith
system concept to adopt multiple elements that interact,
cooperate and communicate with each other, resulting in new
systemic properties and/or emerging functions

Swarms

Strength in
numbers- active
research field 1000+
Small Sat Platforms

Mission . Inter-Sat Operational
distance independence

Architecture Cooperation System makeup
goals

Shared Independent to "'a‘ Clusters
Constellation  Focus on Required Homogeneous Regional co- dgpen dent “ O Close formation,
coverage ‘ interferometry,
Independent ‘ SAR NASA
Train P Optional Heterogeneous Local Independent ' / DARWIN
to shared
Cluster Shared Required Homogeneous Local mgg;ggzzmo
Fractionated
8. &
+* Fully distributed
Swarm Shared Required Homogeneous to Loc_al 0 Independent to m functionalities
heterogenous regional co-dependent R ﬂ (Power
é"'"‘— Payloads)-
. Optional to Independent to ‘ active field of
Fractionated  Shared required Heterogeneous Local co-dependent research.
Adh Lol Trains \
-hoc, ocal to
Federated Independent optional Heterogeneous regional Independent Synergistic Measurements,

Reduce temporal variation in
EO Mission NASA A-Train
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AI4SPACE Research Context

Advanced Satellite Systems, Sensors and Intelligence. Communications, connectivity and loT technologies. Next
Generation Earth Observation Services. Trusted Autonomy and Evolutionary Mission Control Centres
Strengths/Discriminators

*  Space-based SDA/STM - Reduction of uncertainty by Tracking of <10cm RSQ’s
elusive to ground infrastructure

* Al-based sensor management and data fusion (autonomous decision making,
diagnosis/prognosis and mission management)

*  Custom sensors and data analytics products and services for: Mining and
Resources, Agriculture/Horticulture/Aquaculture, Transport and Logistics

* Adaptive interfaces and interactions for de-crewing of mission control centres

Research Opportunities

* Artificial Intelligence and Machine Learning (Al/ML) software for trusted
autonomous operation

*  Fault-tolerant avionics/spaceflight systems research
* Intelligent satellite health management systems

*  Passive and active EOQ/IR sensors and systems
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Space Domain Awareness and Traffic Management

Non-cooperative/cooperative tracking, multi-objective trajectory optimisation and goal-based
mission planning for time-critical application such as deconfliction of space vehicles

e Unified mathematical framework for 4-Dimensional collision
uncertainty quantification and mapping

b)

e Considering both space-based and ground-based space
surveillance sensors

* Unique software tools employing Al/ML techniques

v c)
5290 v
16
s67242
280 "
18
&7 Tzal
I3
5270 ¥ i w®
o a) wna
= 2
£ e 5 13
= -
N
12 4672.38 )
5250
arn
11 -3794.7
i b) C) 379468 ~— e 314364
5240 3143s 314388

319486 T
1 ylkm]
5 1 15 2 25 3 3B
Rang to Targot [km]

x{km)

5230 -
TRK Ellipsold TRK+NAV Elipsoid NAV Elipsoid
——NAV + TRK Major Axis =—NAV + TRK Semi-Msjor Axs ——NAV + TRK Minor Axis

110 100 a0 80 70 60 50 40 30 20 = 1em RSO ——3cm RSO ——6cm RSO

Ref.: - S. Hilton, R. Sabatini, A. Gardi, et al., "Space traffic management: towards safe and unsegregated space transport operations", Progress in Aerospace Sciences, 105, pp. 98-125, 2019.
- S. Hilton, F. Cairola, A. Gardi, R. Sabatini, N. Pongsakornsathien, and N. Ezer, "Uncertainty quantification for space situational awareness and traffic management", Sensors, 19, 2019.
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Unified Approach to Air and Space Traffic Management

% Based on a covariance-based formulation (navigation and tracking)
» Expanded to account for relative dynamics and perturbations

» The Gaussian approximation has short-term realism — Need for frequent
updates to avoid over-bounding

% Both ground based surveillance and SBSS (cooperative and non-
cooperative) are needed for a scalable STM system

® Network-centric STM and MDTM
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Al in Avionics Systems

s Significant Advancements in Al (or Deep Learning) since 2012:
Data availability, computing power, and methods

\/

** Methods applied to:

* Spatial (convolutional neural networks) — imagery/terrain
* Temporal (recurrent neural networks, LSTM) — positioning/navigation

* Frequency (wavelet-based neural networks) — radar/communications

*¢* Open Challenges:

Testing and evaluation of different methods (interpretability, explainability)
* Certification and logistics analysis (reliability, availability)

* Performance in the field (Usability, security)
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Al in Avionics Systems

— -

/ -
s
/" ,7 Data
: U .
Explain , 1/ Analytics_
Categorize _ [ -~ 5
Describe Iy 4 . eep
LA\ " Avionics | earning
N\
\\ < S /
\
\
Waves of Artificial Intelligence Information
Fusion
Big Data
R. Cruise, E. Blasch, S. Natarajan, A. Raz, “Cyber-physical E. Blasch, T. Pham, C-Y. Chong, W. Koch, H. Leung, D. Braines, T. Abdelzaher,
Command Guided Swarm,” DSIAC Journal, Vol. 5, No.2, pp. "Machine Learning/Artificial Intelligence for Sensor Data Fusion—Opportunities
24-30, Spring 2018. and Challenges," IEEE Aerospace and Electronic Systems Magazine ,36(7):80-
93, July 2021.
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What is Artificial Intelligence

s Computers doing things conventionally performed by humans

s FAA definition: The study of Al is devoted to developing computer
programs that will mimic the product of intelligent human problem
solving, perception and thought (DOT/FAA/CT-94/41)

How Artificial Intelligence is Transforming the Aviation Industry |
Oodles Technologies (wordpress.com)

Baggage screening

Fleet handling

Navigation
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Anatomy of Al

Scope

Focus of the EASA Al
roadmap will be on
data-driven learning
methods (ML/DL),
considering
algorithms like:
Decision Trees
Neural networks

Type of ML

Reproduced from EASA Al Roadmap

© 2022 |IEEE AESS - ASP

Technology

Artificial Intelligence(Al)

A technology that appears to emulate human
performance. Includes both model-driven and
data-driven approaches.

Machine learning(ML)

Algorithms whose performance improve

as they are exposed to data

Deep learning(DL)

Subset of machine learning in which
multilayered neural networks learn

from vast amounts of data

ed - Unsupervised - Reinforcement

41st DASC, Portsmouth, VA, 19-Sept-2022

Field of application

E.g. Expert System

E.g. Classification (Clustering)

E.g. Computer vision (CNNs)
or Natural Language
Processing (RNNs)




What Is Machine Learning?

R/

% An Al technique that teaches computers to learn from experience

J/

s ML algorithms use computational methods to “learn” information directly
from data without relying on a predetermined equation as a model

4

L)

L)

* Algorithms adaptively improve their performance as the number of samples
available for learning increases

. . i lig . .
s Deep learning is a specialized form of machine learnin

ML Learning Techniques

J/

% Supervised learning: which trains a model on known input and output data so that it
can predict future outputs

J

s Unsupervised learning: which finds hidden patterns or intrinsic structures in input data
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Machine Learning Techniques

Al: Machine, Deep, Transfer, Reinforcement Learning

Reasoning Systems

Multilayered NNs

Intelligent L ety ettty dCIC R o R
Agents MLP RNN CNN
Decision Trees

Planning
Systems

1D Learning
Expert Regressions

Fuzzy Logic
Systems

: Deep Clustering
Control Systems

Simple Neural Learning
e Nets PCA
Recommendation G

Engines NLP Bayes Algorithms Machine

“classic Al" leaming

Kr‘.ov.'leﬁge
Discovery

Programmed / Supervised | Reinforcement | Unsupervised ,

Dr Ahmed Alnaggar on TwitterE "Taxonomy of #Al and #ML
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ML Learning Techniques

** Majumder, Blasch (IEEE Tutorial)

Machine Learning

Supervised Learning

Unsupervised Learning

Predictive Model Interpret Data

Classification Clustering
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Supervised Learning

** Builds a model that makes
predictions based on evidence in the Artificial Neural Network
presence of uncertainty Hidden

» Use supervised learning if you have Inputs Output(s)

known data for the output you are ‘

trying to predict e
% Supervised learning uses

classification and regression ‘

techniques to develop machine
learning models

© 2022 |IEEE AESS - ASP 41st DASC, Portsmouth, VA, 19-Sept-2022



Un-Supervised Learning

** Finds hidden patterns or intrinsic
structures in data

% It is used to draw inferences from
datasets consisting of input data
without labeled responses

» Most commonly used technique is
Clustering. Used for exploratory data
analysis to find hidden patterns or
groupings in data

L)

L)

» Applications for cluster analysis include
gene sequence analysis, market
research and object recognition

© 2022 |IEEE AESS - ASP

MACHINE LEARNING ]

/\

SUPERVISED
LEARNING

UNSUPERVISED
LEARNING

-,

—

i R
CLASSIFICATION { REGRESSION CLUSTERING
i LN A
I ) Fa =
Suppert Vactor Linear Regression K-Means, K-Medoids

Machines

GLM

Fuzzy C-Means

Lt

Discriminant
Analysis

L.
N

Maive Bayes

SVR, GPR

Hierarchical

Ensemble Methods

Gaussion Mixture

|
:
|
|

MNearest Neighbar

Decisicn Traes

Meural Networks
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Reinforcement Learning

** The training of machine learning models to make a sequence of decisions

** The agent learns to achieve a goal in an uncertain, potentially complex
environment

s State (s), action (a), Value (V) or policy (m),
discounted (y) reward (R) ﬂnwf-m m;\
) =

'|

5 |
m:4d x5 [0,1] Rea ‘E
m(a,s) =Pr{a; = a| 3 = 3) -\\( EW -:1;
d t t fnts"pra‘er
[xa)
Vi(s) =E[R|sg=s]=E Z?;THED:*"']: \fae 'k.. o)
=0

Agent
** Current: Deep Reinforcement Learning
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Deep Learning

New Learning Techniques (today) Explainability
Approach (notional)
Noural Nets
Create a suite of Graphical : SPe—re o
machine leaming Dasa L) Moces £ lioe'®
techniques that Learning > Ensemble g1 o—e ©
produce more Batief Nets OO et i
explainable models, Rendars § ae
while maintaining a —Forests T
high level of Stafistical ACS® W \®
leaming lodels ~— e B
performance < \ \ Explainability
\
)
/ =N
A AN
- > _Je
E ;;EE,‘E’: .'; _/ Leds w Model
= bR FEEE oS
@@@ H’ !.’7'.\_ H “ [ Experiment ]
Deep Explanation Interpretable Models Model Induction
Modified deep leaming Technigues to leam more Techniques to Infer an
techniques 1o leamn structured, interpretable, explainable model from any
explainable features causal models model as a black box

Explainable Artificial Intelligence: Technical Perspective — Part 1 | by Sparsha Devapalli | Medium
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Deep Learning

s A successful deep learning application requires a very large amount of
data (thousands of samples) to train the model, as well as dedicated
processing units (e.g., GPU or TPU), to rapidly process data

%* Deep learning requirements:
e High-performance hardware
* Lots of labeled data

* Deep learning is generally
more complex

‘\
N

NEURAL NETW
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EASA Identified Al Applications

s Aircraft design and operation

/

%+ Aircraft production and maintenance

s Air traffic management

** Drones, urban air mobility Ground
& U-space

s Safety risk management Al Traffic Management

¢ Cybersecurity S:;Tn:“

L)

* Environment

L)

Common

Navigation
Route Planning

Diagnostics
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Aerial

Flight Control

Flight Management
Cognitive Cockpit Assistance
Collision Avoidance

Fault Detection

Erwironment Monitoring




Application Example — Adaptive Control

% A system in which the computational element of the active feedback
process changes in order to maintain desired performance in response to
failures, threats, or a changing environment

Sensors and Actuators Adaptive / Intelligent Element

Sense sy Analyze

Environment
Faults
o Y Flight Learn
Alr Traffic Control
Act = Decide
Unpredictable
Element
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Intelligent Adaptive Flight Control

** Recovering from stall is a challenging task for pilots
s Aircraft is nearly unresponsive during stall, then responds abnormally

s Conventional flight control systems provide desired handling qualities and
robust control for operational flight envelope but cannot cope with the
highly nonlinear dynamics of stall recovery

>

Intelligent adaptive control well suited for these applications
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HMI Considerations

** Human Interaction (Data Fusion Model)

» Cognitive reasoning and task coordination

» Intelligent design through semantic ontologies

»* Autonomy in Use

s User Defined Operating Picture (display/visualization)

%+ Certification issues:
* No one-on-one certification for UTM (akin to aircraft pilots)
* No certification of Al/ML methods

* Do we certify platform, pilot, software (separately or together)?
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Human Machine Model

¢ Analysis of coordination

|
. . <+« ! —>
Situation Assessment : Situation Awareness
Info Fusion :
Real Sensors Explicit Tacit ! Human
World And ‘: Fusion || Fusion :{*—-‘.Dacision
Sources| L 0] ) &9 | i making { Spens
— e L1 —12/3 P
_ || Machine | Human : o Valdation
, L4 Reoresentsion ——
P|E|.'fOI'ITI l* _TI _____________ T_.T_ = -i! Reasonin ’_) Model / Algorithm > I:I‘:"reclil::i:il:m
«—>|  ResourceManagement | | "
. Le 1! jrtelnl
Ground A = : Planning X Training and sustainment
Station | <~ Mission Management =~ |

E. P. Blasch, E. Bosse, and D. A. Lambert, High-Level Information Fusion Management and Systems Design, Artech House, Norwood, MA, 2012.
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OODA

| R TN
\; : ‘:;-i%

Objects of Interest Context a

Human-Machine Teaming
Observe-Orient-Decide-Act (OODA) loops

E. Blasch, O. Kessler, J. Morrison, J. F. Tangney, and F. E. White, “Information Fusion Management
and Enterprise Processing.” IEEE National Aerospace and Electronics Conference (NAECON), 2012.
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Al Hierarchy

Human Machine Model

DISPLAY Ai Deep learnin —
METRICS P &

* Analysis of coordination ; : ;

Testing, Machine learning
o | LEARN algorithms,
Human — Interprets Results OPTIMIZE experimentation

LABEL aragates, featurcs, raining

e BUT....... AGGREGATE “data
TRANSFORM Cleaning, patterns, anomaly

° CIeans, Labels (Semi-supervised DL) EXPLORE detection, preparation H_

* Approves data movement

Reliable data flow, data models, open I'
MOVE architecture, Structured and

e Selects the data to collect STORE Unstructured data storage

COLLECT Instrumentation, Logging, External Data, user
Certification |SSU€? generated content, Sensors, Context !

E. Blasch, J. Sung, T. Nguyen, “Multisource Al Scorecard Table for System Evaluation,” AAAI FSS-20: Artificial Intelligence
in Government and Public Sector, Washington, DC, USA, 2020. arXiv:2102.03985
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Cognitive reasoning and task coordination

;r Explainable Model Jﬂ—ﬁ@

F
Machine Parsing
Environment -+ Rationale

1
'/— Cognitive \ / Explanation \\ Recommend

/ Certifiable Al

(safety, security, robust)

I
I
I
: Doe the user accept the | Decision/Action
I machines’ explanation? | | » \ r 3| (wExplanation)
: L Adaptive UDOP Explainable UDOP 1 Decision:

- - approve,
: Human : T Directs  |pjatform T Impacts Modify

1 ( 1| for
: MaCh_me «rH Cognitive Model » | Sensemaking Model Soeedof Reject
. Teamin - e fox
I 8 I T(.‘uurdinaies T Informs FEE:EH
| Trust H Human ) [ Natural Language | v
I 1 || Performance model § Processor
I Can the machine trust | K _/ \
I human choice? | T Measurements 1 1
I H i
u\ Y Physiological [ Attention Sensors Iy
S e - - - Sensors 4
Cognitive Observe Orient Decide Act

E. Blasch, et al, “Certifiable Artificial Intelligence Through Data Fusion,” AAAI FSS-21, 2021. http://arxiv.org/abs/2111.02001
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Intelligent design through semantic ontologies

s Map text-to-physics
* Notice to airman (NOTAM)
e Tail Number

-
/) ADsB1\

Aircraft R — ) -

* Runway coordination (e.g. F

NY :
\\ Drone2 /T~ - -
~__- N

 Decisions (e.g., possible)

** Implementation

*
e Terminology
* Assertions

* Drone is-a quadcopter

Intruder

C. Insaurralde, E. Blasch, P. Costa, and K. Sampigethaya, "Uncertainty-Driven Ontology for Decision Support System in Air Transport" Electronics 11(3):362, Jan
2022. https://doi.org/10.3390/electronics11030362.

C. Insaurralde, E. Blasch, “Situation Awareness Decision Support System for Air Traffic Management Using Ontological Reasoning,” AIAA Journal of Aerospace
Information Systems 19 (3), 224-245, 2022
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Autonomy in Use

’ %
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* Deep Learning

E. P. Blasch, F. Darema, S. Ravela, A. J. Aved (eds.), Handbook of Dynamic Data Driven Applications Systems, Vol. 1, 2nd ed., Springer, 2022.
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AI/ML Policies

Trusted Al (2020) Ethical Principles (2019) Data Sharing (2018)
S r Fair/Impartial | /'j%m {G bl ﬁ\ f Visibl ﬁ
c A% overnable isible
g ML I A h
- ¢/ ~
= Transparent/ @ @ ( . - . N
3 | Explainable | W Jf | Equitable Available
U — A %, r,
_ ( Responsible/ \ @ N
v Accountable @ Responsible Understand
:] M, A
Y [ Safe/Secure 1 ( N A;> [ N
c Traceable Linked
- [ Privacy ] J J
O i ™y ra ™
E [ Robust/reliable ] Cﬁ' Reliable Trusted Q&‘
o \ / \ - J/ \ . /

E. Blasch, J. Sung, T. Nguyen, “Multisource Al Scorecard Table for System Evaluation,” AAA/ FSS-20:, 2020. arXiv:2102.03985
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Certification Issues

Methods ———
e Human Example _ Cert!flcatlon _
Hardware - Electronics Quality Control Rating
e Machine Hardware - Platform Airworthiness
Sensor Calibration specifications
* Software Software - Routine Processing time
. Data Software - System As_surancg
Human- Novice Drivers License
Human- Expert Medical License
Human-Software Security Certificate
Human-Data Data Analytics Certificate
R. Cruise, E. Blasch, S. Natarajan, AHgMpMQm%aMQQQLmﬂgﬁ m*y@]g Leif€ DSaines, T. Abdelzahdr,

giaﬁmara%@# P NATESS éféﬁww,@gq@m@@m@%

t’ps }@%l 0rg/10.3390/electronics11030362. NETos, it Systems Magazine ,36(7):
C Insaurrald@ EBIBth@mmWeﬁammonmﬂb&@ia&M&% % foratirform Wfﬁwmﬁmmlﬁeml of Aerospace
. R e A Y T B A RIERINSRIDSE 822012,

(A PORSpRR " ERCNonREq'T %%% Jan
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Certification Issues

Idea
(Theoretical)

Design
(Processing)

Test
(Implement)

Deploy
(Manage)
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Submit :l
Reject Fail test -?rt'nﬁ,g;;:‘
Accept Revise from Pass Document .
Assess _.,' Feedback "  Results Publish
l A A
©
- 2
Verify | (Usability) o
4
; !
Review
Validate | (Robust) Results & | Accept Certify
Report [ ™

E. Blasch, et al, “Certifiable Artificial Intelligence Through Data Fusion,” AAAI FSS-21, 2021. http://arxiv.org/abs/2111.02001
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Certification Opportunities

_________________ { Verification }‘_ Live Test +— [ Maintenance
p
» Validation ]—'{ Operations ]—

-

|

|

|

1

|
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I - -
I Collection Processin Evaluation Decision
| 3 N

|

|

1
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! l 1
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A Cl hd Visualize ¥ +
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E. Blasch, et al, “Certifiable Artificial Intelligence Through Data Fusion,” AAAI FSS-21, 2021. http://arxiv.org/abs/2111.02001
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Summary

1) What - type of data as the input;

2) Where —certification location such as in a lab or field;
3) When - static certification or dynamic run-time analysis;
4) Who - require user involvement for assessment;

5) Which — system or an Al/ML processing technique;

and

h

Operations &
Maintenance

Verification &

6) How — metrics used to determine readiness. Validation

7) HOW Long ’? Ia‘ Model / Algorithm > [;i:i:::t?nir
8) Training ?

Life Cycle Assessment D o amn & 1e
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The UTM (ATM 2.0) Challenges

« Advanced Air Mobility (AAM): ability to start/end
trips essentially anywhere, with low predictability

* The mostly tactical and human-intensive
deconfliction approach of traditional ATM
cannot be scaled down to fulfil UTM

Low altitude airspace needs restructuring
of air traffic services

A high degree of autonomy is necessary in
UTM systems

UTM still requires human in/on the loop for
accountability, reliability of the system

UTM System
r% Cruise _._?‘_\,_
1 1
UTM Operator Hover 1 Hover |
H up : down !

Decision*making

A 1
1 1
I 1
1 I

1

1Approved

-

Trip
requests

Ground
Transport

Vertiport Vertiport

Shared airspace

Manned
Aircraft

UASs

TMA Airspace

Class G/ Urban
area

ATCO

Current Air traffic
management

tion
Flight
planning
UTM Network
Flight Geo-fence Airspace
planning notification management

Htime informati
Oper:
fi ication
Reg\sntanon Data services
service

Weather
Terrain

Airport

Ref.: - N. Pongsakornsathien, A. Gardi, R. Sabatini, and T. Kistan, "Evolutionary Human-Machine Interactions for UAS Traffic Management", AIAA Aviation Forum 2021
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The Role of UTM Systems and Operators in UAM/AAM

4

L)

* Ground-based UTM is foreseen to become a
highly-automated Air Traffic Flow

Airborne Avionics
{SA&CA, 4DT planning V2V and V2I

Management (ATFM) service (e.g., SESAR's communications
DACUS concept) /handshakes})
+* Shifting away from human-in-the-loop to a
supervisory control of highly automated /
UTM DSS: human-on-the-loop
s UTM System responsible for: UTM DSS UTM Operator
{D/C monitoring, {monitor, review ,
1. visualizing the overall situation TEMI determination, amend UTM DSS

2. determining Demand/Capacity imbalances HEIEE LSS, : caleulations &

' integrity)
3. generating possible solutions

Ref.: - N. Pongsakornsathien, A. Gardi, R. Sabatini, and T. Kistan, "Evolutionary Human-Machine Interactions for UAS Traffic Management", AIAA Aviation Forum 2021
- N. Pongsakornsathien, A. Gardi, R. Sabatini, T. Kistan, and N. Ezer, "Human-Machine Interactions in Very-Low-Level UAS Operations and Traffic Management", DASC 2020, San Antonio, TX, USA, 2020
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Automation and Autonomy in Air Traffic Management

Characteristic | Automation |_Autonomy |
Augments human decision-making Usually Usually

Proxy for human actions or decisions Usually Usually
Reacts at cyber speed Usually Usually
Reacts to the environment Usually Usually
Autonomy \ ’
/ Reduces tedious tasks Usually Usually
C let task without h: t t i
/ Automation \ [ ompletes a task without human intervention ] Robust to incomplete or missing data Usually Usually
(" Benaviours result from the interactionof | Adapts behaviour to feedback (learns) Sometimes Usually
i ith th | i s q
( Programming wiftthe exemal environment ) Exhibits emergent behaviour Sometimes Usually

[ Fixed set of inputs, rules and outputs ] /Tasks may be distributed and include: ) Reduces cognitive workload for humans Sometimes Usually

Requires no human intervention, but

o reasoning

problem solving

= Bdaptation to unexpected situations Responds differently to identical inputs (non-deterministic) [NelptSilnl=S Usually

If-direct . " .
2 aming Addresses situations beyond the routine Rarely Usually
Largely predictable \_ /
[Wh\ch functions are autonomous and to what ) Replaces human deC|Slon'makerS Ra FE|Y Potentlally
No d d i : . . . oG
{’ ynamie adaptation /] o e o ot Robust to unanticipated situations Limited Usually

Deterministic

o mission complexity . . .
o external environment operating conditions Adapts behaviour to unforeseen environmental Changes Rarely Potentially

\o legal or policy constraints

// Behaviour is determined by experience rather than by

] Never Usuall

design Y
Makes value judgments (weighted decisions) Never Usually

Ref: T. Kistan, A. Gardi, and R. Sabatini, "Machine Learning and Cognitive Makes mistakes in perception and judgment N/A Potentially

Ergonomics in Air Traffic Management: Recent Developments and
Considerations for Certification," Aerospace, vol. 5, p. 103, 2018.
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Model-Based VS Data-Driven Reasoning

J

Driven methods have clear
complementary SWOT

4

s Physics/Model-based algorithms and Data-

% Hybrid approaches that combine model-based

and data-driven methods can greatly improve

Strength
Model based:

- As precise as the
designer wants it to be

- Data driven:

- Requires less or no
domain knowledge

Weakness
Model based:

- Requires detailed
domain knowledge

- Time consuming
Data driven:
- Immense data

required

robustness, flexibility and computational
efficiency

Dynamic Systems Aggregated / Benoduniies \ / Threats \
(Time Trends) Data Model based: Mode/ based:

- Modeli
- Can be extrapolated dueling emors

* Fourier/Modal Analysis

Physics Model- It o « Taylor/Linearization with available data - Under .modeling
alman Filters « Regression Data driven: Data driven:
Based * Markov Models g
- Quicker process ;rrclzaurte%gse can be
‘ ) . * Clustering - Less modeling skill o .
- . - Misinterpretations
Data Dnvenl Particle Filter « SVM, PCA, NN, Neuro- / K p j
(Model-agnostic) ~ * RNN/LSTM i

Ref.: - K. Ranasinghe, R. Sabatini, A. Gardi, et al., "Advances in Integrated System Health Management for mission-essential and safety-critical aerospace applications", Progress in Aerospace Sciences, 128, 2022.
- K. Ranasinghe, S. Bijjahalli, A. Gardi, and R. Sabatini, "Intelligent Health and Mission Management for Multicopter UAS Integrity Assurance", IEEE/AIAA 40th DASC 2021, San Antonio, TX, USA, 2021
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Explainable Al

'@, B B

——) ——) —) ’
InpUt BBIaCk OUtpUt “ Model-based Post-hoc
OX Interpretation Interpretability Interpretability
** Model-based and post-hoc explainability are i}
. . - >
key approaches to increase interpretability and 3 g Usually Usually
ope . T o W B
explorability of the model solutions L8 orse etter
** Model-based interpretability tends to have a
limited predictive accuracy but increased
M)
descriptive accuracy because a simpler model 28 Usually Usually
is derived % % Better Worse
]
% Post-hoc interpretability does not rely on the

specific model structure but adopt methods tO0  w. s murdoch, c. singh, k. kumbier, R. Abbasi-asl, and 8. vu,

"Definitions, Methods, and Applications in Interpretable Machine

ge nerate d escC ri pt|Ve adCCcura Cy Learning," Proceedings of the National Academy of Sciences, 2019, pp.
22071-22080
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Explanation Methodologies

Contrastive
Explanation

“Why” questions are
contrastive—they take
the form “why P
instead of Q”

Explanation
Selection

Allowing users to
construct a preferred
explanation

© 2022 |IEEE AESS - ASP

Social
Attribution

Similar to the “belief-
desire—intention”
model, we need a
different explanation
framework for fail and
success actions

Explanation
Evaluation

Simplicity and
generality are the most
important criterion
people use to judge
explanations

41st DASC, Portsmouth, VA, 19-Sept-2022

Causal
Connection

“what if” of what
would have happened
differently

Explanation as
Conversation

Based on interactive
conversations. For
time-constrained
situation, minimise
interactions and
ensure visual
explanations




Explanation Quality and Trust | |

Explanation Quality Factors

- Clarity of the explanation

SR Utility of the explanation
- Understanding individual decisions
- Understanding the overall model
Mental Model - Strength/weakness assessment

- “What will it do” prediction
- “How do I intervene” prediction

- Does the explanation improve the
user’s decision, task performance?
- Artificial decision tasks introduced to
diagnose the user’s understanding

Task Performance

Trust Assessment - Appropriate future use and trust

- Identifying errors
- Correcting errors
- Continuous training

Correctability

Predictive Descriptive
Accuracy Accuracy

Post-hoc
analysis

Data Model

Iterate >

User

l

Explanation

Trust of Automated Systems Test (TOAST)q =

Trust

System Understanding System Performance

-l understand what the system should do  -The system helps me achieve my goals
-l understand the limitations of the -The system performs consistently

system -The system performs the way it should

-l understand the capabilities of the -l am rarely surprised by how the system responds
system - feel comfortable relying on the information

-l understand how the system executes  provided by the system

tasks

Reliance Intentions

-l would recommend others to such system
-If placed in a similar situation in real life, | would rely on such system

1. H. M. Wojton, D. Porter, et al., "Initial validation of the trust of automated systems test (TOAST)," Journal of social psychology, vol. 160, pp. 735-750, 2020.
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Intelligent ATM/UTM Human-Machine
System Design Methodology -

=

- e g
= = s = — ;
Z = i :‘«7‘-\{(//. e 1
B
/ 7 ' ) = -
/ : " - . J/
/
Z

7

=
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Intelligent ATM/UTM System Design Flow-Chart

CONOPS
(involving human)

Human UTM Operator
task analysis
]

v v v

H Key performance H Key decision-making ‘
metrics duties

Key cognitive states

[ A |

v v

Design UTM system
HMI

External
factors

Design UTM system Al

v

Define UTM system
HMI adaptation ——
strategy

Ref.: - N. Pongsakornsathien, A. Gardi, R. Sabatini, and T. Kistan, "Evolutionary Human-Machine Interactions for UAS Traffic Management", AIAA Aviation Forum 2021
- N. Pongsakornsathien, A. Gardi, R. Sabatini, T. Kistan, and N. Ezer, "Human-Machine Interactions in Very-Low-Level UAS Operations and Traffic Management", DASC 2020, San Antonio, TX, USA, 2020
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HMI Workflow

s Example human-machine
workflow for airspace
demand-capacity balancing:

blocks (left-hand side)
represent the machine’s tasks and
sub-tasks

blocks (right-hand side)
represent the human’s tasks and
sub-tasks

* White blocks represent the HMI

Ref.: - N. Pongsakornsathien, A. Gardi, R. Sabatini, and T. Kistan, "Evolutionary Human-
Machine Interactions for UAS Traffic Management", AIAA Aviation Forum 2021

- N. Pongsakornsathien, A. Gardi, R. Sabatini, T. Kistan, and N. Ezer, "Human-
Machine Interactions in Very-Low-Level UAS Operations and Traffic Management",
DASC 2020, San Antonio, TX, USA, 2020
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Traffic Density
Estimation

Capacity
Estimation

HMI

Traffic Density

Visualsiation

Observe

Monitor situation

! Orient
Demand-
ERUENG HE T e 17 Capacit Identify problem
Prediction . p. y yp
visualisation
Capacity
Yes Assess problem
D/C<0.97? Overload . p
e and its impact
notification Request more
NO information
Decide
A4
Determine ATFM
measures
‘ v
Optimisation via Summary table
> evolutionary of a set of Identify solution
algorithm solutions
) Act
! LOA Medium i LOA High i
Identify the best Execute one best Evaluate
solution fine tune parameters solution proposed solution
v

Change algorithm/
fine tune parameters

Execute solution
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UTM HMI? Formats and Functions Components
= T

Information
Visualisation

Airspace
planning

Highlights information requiring users
attention: current airspace capacity and
demand

Notifies/Alerts user when a problem is
identified: poor performance aircraft,
airspace imbalance

Solution alternatives are presented
Automatically calculates airspace demand
and CNS-based capacity for each sector

Automatically monitors aircraft CNS
performance

Automatically calculates airspace cell
dimension

Automatically calculates optimal airspace
sector trade-off

Suggested set of solutions with recalculated

demand-capacity and workload are
prompted to users. Users are required to

select the solution by themselves. Tuneable

parameters can be adjusted by users

¢ Information and overlays (coloured airspace cell
for capacity visualisation) are automatically
filtered by level of importance

» Notification/Alert and System’s decisions are
shown where users are able to veto

o Automatically calculates airspace demand and
capacity

o Automatically checks aircraft CNS performance
and suggests the most appropriate level of
performance

Automatically calculates airspace cell dimension

Automatically calculates airspace sector
optimization solutions

e Only one solution with recalculated demand-
capacity and workload is prompted to users.
The parameters are automatically adjusted but
users can request to do a manual adjustment

When required, automatically re-sectorises

Automatically prompts users when there is a
need for airspace re-sectorisation

airspace sector while informs users for this
change where users can veto

Ref.: - N. Pongsakornsathien, A. Gardi, R. Sabatini, and T. Kistan, "Evolutionary Human-Machine Interactions for UAS Traffic Management", AIAA Aviation Forum 2021
- N. Pongsakornsathien, A. Gardi, R. Sabatini, T. Kistan, and N. Ezer, "Human-Machine Interactions in Very-Low-Level UAS Operations and Traffic Management", DASC 2020, San Antonio, TX, USA, 2020

© 2022 |IEEE AESS - ASP 41st DASC, Portsmouth

VA, 19-Sept-2022



IEEE Aerospace &
Electronic Systems Society

© 2022 IEEE AESS - ASP

41st DASC, Portsmouth, VA, 19-Sept-2022

1. MDTM and Intelligent Avionics Systems
2. Overview of Al/ML Techniques
3. Interactive HMI Systems

4. Al'in ATM a TM Systems

5. Alin Sense and Avoid Systems

6. Cyber Security Perspective in Intelligent/Auton us Systems
7. Certification Aspects and Industry Perspectives

8. Wrap Up and Questions

79



AI/ML in Sense and Avoid

+* Definitions and Principles of Sense and Avoid
e Topic addressed in a specific DASC Tutorial
** Overview of (some) recent Al/ML-based techniques and systems
* Sensing
- Optical, radar, acoustic

e Decision making

¢ Perspectives and challenges

© 2022 |IEEE AESS - ASP 41st DASC, Portsmouth, VA, 19-Sept-2022



Principles of Sense and Avoid

** Sense and Avoid / Detect and Avoid: one of the major roadblocks that have hindered civil
operations, and thus as a key point for UAS integration

s Starting from the need of “equivalent level of safety” with respect to manned aircraft, a

significant evolution has been experimented... actually leading to different DAA “frameworks’

s Useful distinction in SAA analyses
* SAA for “large” UAS in controlled airspace (“traditional” ATM environment)
* SAA at very low-altitudes in minimally or un-controlled airspace (“small” UAS, U-Space, UTM, UAM)

Approx. Time
Procedural to Collision

Pre-flight | 3 - 1 minutes 1 min - 10 sec

)

10-0 sec

Air Traffic Management

Strategic
Conflict *— Conflict Alert ~ DYnamic Detect and Avoid
Management Re-routing

wawsbeuey
HpeiL 2y
pInpatld

Obstacle
Avoidance

£ D

Mon-cooperative Plan mission wi th Resolve conflict and minimize deviation from mission Remain safely separated

(NASA UTM Technical Interchange Meeting, 2021)

(From: P. Angelov (Ed), Sense and Avoid in
UAS Research and Applications, 2012)
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Principles of Sense and Avoid - Tasks

s Main SAA tasks:
e Sense - methods for surveilling the environment around the aircraft

* Detect - analysis to determine if there are aircraft or obstacles in that
environment, and to evaluate if they are, or will be, a threat to the UA

* Avoid - evaluation of the actions that the UA should take to reduce or remove
the threat of the detected aircraft or obstacle.

(Note: while there is a general agreement on the tasks to be carried out,
terminology may vary)

© 2022 |IEEE AESS - ASP 41st DASC, Portsmouth, VA, 19-Sept-2022



Principles of Sense and Avoid - Taxonomy

s These three fundamental tasks of an SAA system can be implemented in
different ways, giving rise to several architectural and technical solutions.
These solutions can then be classified using different taxonomies

s A general approach for classification that involves all three parts is based
on the physical location of information sources and processing/decision
making centers

** These elements can be based onboard the UA, or be located on the
ground

© 2022 |IEEE AESS - ASP 41st DASC, Portsmouth, VA, 19-Sept-2022



Principles of Sense and Avoid - Taxonomy
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Principles of Sense and Avoid - Taxonomy

** General SAA Taxonomy

Sense and Avoid

Systems
Sensing Architecture
i: cooperative — Onboard
non-cooperative — Off-board
': active — Hybrid
passive
Conflict .
. Avoidance
detection
Basic (pilot alert) Basic
3D Path prediction Remotely operated
Partial prediction Automated
': Time to collision (autonomous)
LOS/LOS rate

(Fasano et al., IEEE AES Magazine, 2016)

© 2022 |IEEE AESS - ASP 41st DASC, Portsmouth
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AI/ML in SAA

** Sensing and decision making solutions based on conventional approaches
have been developed in the last years for the different SAA tasks

s Recently, Al/ML-based approaches have been introduced which are having
a significant impact

* Sensing

e Decision making

% Solutions have been developed by the research community and are
available at industrial level

© 2022 |IEEE AESS - ASP 41st DASC, Portsmouth, VA, 19-Sept-2022



AI/ML in SAA - Sensing

** Most applications related to sensing concern the adoption of Al
techniques within visual architectures

* Detection and/or classification
- Tight link with counter UAS applications
- Classification can be used to confirm detection

* Ad hoc or customized convolutional neural networks

- Trained on synthetic and/or experimental data

e Detection outputs in terms of object angles, and range when the number of
pixels allows it

e Hybrid approaches combining conventional and Al-based detection concepts

 Some examples are described in the next slides

*Schuman et al., Deep Cross-Domain Flying Object Classification for Robust UAV Detection, IEEE AVSS 2017
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AI/ML in SAA - Visual Sensing

R/

«* Popular deep learning-based detectors (such as YOLO — You Only Look
Once) widely adopted in the visual SAA literature. Recent examples:

* Lombaerts et al. (*) exploit a YOLO v3 detector trained with synthetic images to
provide visual detection within a multi-sensor-based SAA solution

* CNN-based solutions are often integrated within a multi-stage detection pipeline
as in the work by James et al. (**), where long range experimental data are a=
exploited — I [ 7 car 0.33

* Images from flight tests are also used to train YOLO detectors in (***), where
different networks are trained for different image regions (above and below the
horizon)

Qutput

Input

Loy

100x100 greyscale image Semantic Segmentation

I Couv + Batel Notmalisation + ReLU
B Pooling
I Upsampling

Softmax

* Lombaerts et al. Adaptive Multi-Sensor Fusion Based Object Tracking for Autonomous Urban Air Mobility Operations, AIAA Scitech 2022

** James et al., Learning to detect aircraft for long range, vision-based sense and avoid systems, IEEE Robotics and Automation Letters, 2018
*** Opromolla and Fasano, Visual-based obstacle detection and tracking, and conflict detection for small UAS sense and avoid, Aerospace Science and Technology 2021
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AI/ML in SAA - Visual Sensing

% Al/ML has demonstrated a significant potential as an appearance-based
technique which can be tailored to different scenarios (known issues of
motion-based detection)

% Al/ML techniques are typically integrated in a multi-stage processing
architecture

* Need to improve the missed detection / false alarm trade off

* Obstacle tracking and kinematics estimation

< Multi-stage processing can combine traditional and ML-based algorithms

** Many choices are available, e.g. concerning the detection logic, the neural _ @ _ )
network architecture and characteristics, the training dataset, etc.

Ownship Navigation
data
system

)
Tracker

Previous

firm tracks ‘
Firm tracker
- Detection matcher (d)
- Kalman filter

Detector Previous

" i tentative tracks i
image | orizon extraction |_AH2nd BH single ] rirm | Conflict
RGB | _ Trame detections.

DL-based detector tracks | analyzer

- Centroid corrector Tentative tracker
- Detection matcher
- Local frame differencing

(BH-only)

Tentative track

generator
- Detection matcher

(Opromolla and Fasano, Aerospace Science and Technology, 2021)
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AlI/ML in SAA - Example Commercial Solutions

+* Emphasis on detection and tracking of manned aircraft
* Interest in visual obstacle detection to improve safety figures of general aviation
% Very large datasets for training, based on synthetic and flight data

** Airborne visual detection and tracking as test case in EASA — Daedalean project “Concepts of Design

Assurance for Neural Networks 1I” (CoDANN Il) aimed at examining the challenges posed by the use of
neural networks in aviation

*  https://www.easa.europa.eu/newsroom-and-events/news/easa-publishes-second-joint-report-learning-
assurance-neural-networks

(https://www.irisonboard.com/casia/) (https://daedalean.ai/products/detection )
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AI/ML in SAA - Radar and Acoustic Sensing

+* Detection and classification based on raw sensing data

* E.g., classification exploiting Doppler data

** CNNs investigated as technique for object detection based on microphone
array data

Flight Height

Inspire 1 i
(Quad-copter)

ll.\i\\

Input Convolutions Convolutions | Corvolutions Comvolutions |  Flatten | Output

Frequency (Hz)
- B

F820
(Hexa-copter)

(Kim et al., Drone Classification Using Convolutional (Wijnker et al., Hear-and-avoid for unmanned air vehicles using convolutional neural

Neural Networks With Merged Doppler Images, networks, Int. J. of Micro Aerial Vehicles, 2021)
IEEE GRSL 2016)
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AI/ML in SAA - Decision Making

** Deterministic and stochastic approaches for conflict detection and definition of avoidance
maneuvers, e.g. DAIDALUS, ACAS-Xu

% Recent flurry of research on Al-based decision-making

* Neural networks to compress look-up tables in ACAX-sXu

* Reinforcement learning

End-to-end Al-based solutions

* Many recent approaches are relevant to Micro Aerial Vehicles and agile flight in cluttered environments

Input

Layer Hidden Hidden Reshets
- Layer 1 Layer 2 Output i}

Layer

0 "‘®®’ 2eshiet H@
"® )®A:‘.* y 5 Point clow = r Steering angle
X A 3 RGB image 12 ! — FC
. v metm o= - 7 8y =
- o # i o \
- =
w1024
Feature: 1024 | Coneat
T-Net T '«7§
[ " |
P-4 muitiply mutiply
(Julian et al., Deep neural network compression for aircraft collision avoidance (Nguyen et al., Autonomous navigation in complex
systems, JGCD 2019) environments with deep multimodal fusion network, IEEE IROS 2020)
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AI/ML in SAA - Perspectives and Challenges

/

s Al/ML approaches represent well assessed techniques, especially considering visual
sensing

L)

Research perspectives and upgrades concern the entire SAA pipeline
Dataset availability

) )
0’0 0’0

* Experimental tests in relevant environments
* Challenges

4

L)

% Combination of real and synthetic data

* Generalization, performance/computational trade-offs

* Dataset for new operating environments

4

L)

» Certification
* dataset characterization
* stochastic nature of non cooperative sensing

* multi-stage processing pipelines
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Security - Protecting Operations/Applications, Protecting
Communications, Protecting Data

Cybersecurity
Privacy - preventing eavesdropping

Quthentication - proof that a person or message is what it purports to
e

Authorization - allowing only certain access or behaviors
[Physical] Security

- Often a lack of physical security is the easiest place to attack the
system. Physical safeguards can allow vulnerability by access.

Cyber Physical Systems

- Significant for avionics.
- Trustworthy Al?
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Avionics Framework

1) Communication, Navigation and Surveillance for
Air Traffic Management (CNS/ATM):

\
Communication, Certification '[

. Evolution of the certification framework for integrated NEUiEEtiDﬂ |ﬂtEErIt‘!."EﬂIj
CNS +Avionics ; ' SEEUFit‘y'
«  Civil and military airspace integration and CNS+A systems Surveillance CYbEF-PhYSiEN Security L
interoperability;
2) Avionics Systems Integration and Security: . . Human- mtEEratEd
. Fault-tolerant avionics design and Integrated Vehicle Ci‘n"”-Mi“tEW SpEEE A\*IDI‘IICS Machine Vehicle health
Health Management (IVHM) systems; Interoperability | | Transport Interface management
. Cyber-physical security of avionics and CNS/ATM (ATM)
systems;
3) Multi-Domain Avionics (MDA): A o . .
. UAS integration in all classes of airspace and UTM; Multi-Domain |, Artificial |ﬂtE||IEErII3E Automation
s Avionics for space transport, Space Traffic Management I:SF'EIEE Air GFDUF’IEI] Autcnomy
(STM) and intelligent satellite systems; e
/ UASintegration

4) Automation and Autonomy:
. Development of Avionics Human-Machine Interfaces and
Interactions (HMI2); and
. Artificial Intelligence (Al)/Machine Learning (ML) in

avionics systems design and operations (including the
challenges of certification and the role of explainable Al).
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Cyber Awareness for Avionics

R/
0‘0

Networks — The various fixed and wireless ground and air constructs that enable the delivery of
information to and from the aircraft, ground, and space . Examples include air traffic management
(ATM) with the Internet Protocol addresses.

Electronics — The on-board avionics is subject to internal and external performance requirements
against size, weight, and power requirements. Examples include the battery power and sensors
supporting engine control.

Software — As modern systems are operating with large data, the control and run-time operations
require sophisticated methods for efficiency. Examples include integrated modular avionics (IMA)

Analytics — Availability, confidence, and processing of systems is determined by the various
standards in development and deployment designs that meet effectiveness criteria. Examples include
the compliance and mandates for GPS and ADS-B.

Communication — A key aspect of cyber is the coordination of the signals that are transferred. For air
operations, the wireless signals from the space and air pathways need to operate reliably. Examples
include performance-based navigation signals for coordinating flight.

Data—On the physical networks and communication pathways, the data and protocols should provide
information with integrity and consistency. Examples include System Wide Information
Management (SWIM) capability for real-time support for collision avoidance.

© 2022 IEEE AESS - ASP 41st DASC, Portsmouth, VA, 19-Sept-2022



Vulnerabilities

J/

% STRIDE is an abbreviation for various
known attack paths, one standard approach
to assess vulnerabilities (MSN):

CPS
Vulnerabilities

. Spoofing Identity

Maintenance

Operational

. Tampering with Data ‘ |

. ﬁ% ]
. Repudiation ‘

External
Hardware Software icati
Envisonment Communication
Systems

. Information Disclosure Mty and ’ o o
H;n;«:\:vganre Im:::e::;:ion P Interactions Interactions
. Denial of Service ——
D, | | S —
. .. [ [ ]
. Elevation of Privilege e | | Jimem, | | e
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Key Standards

o%

% ARINC 429 — Predominant (two wire) data bus and protocol supporting avionics 100
kbps LAN on commercial and transport aircraft originating in late 1970s (also MIL-STD
1553)

% ARINC 664 part 7 (also AFDX). Airbus patented full duplex extended ethernet (aka

802.3) for safety critical apps with deterministic QoS for datalink layer and higher. 10
Mbps and up. (~ year 2000)

* Cyber physical vulnerabilities — IFE, access above passengers’ level (avionics bay)

% DO-178C - Software Considerations in Airborne Systems and Equipment
Certification, is the standard that directs software certification for airborne
systems for the commercial segment.

e Needs to evolve

% RTCA DO-326A, Radio Technical Commission for Aeronautics airworthiness security
process certification (also ED202A )

%+ RTCA DO-356, Airworthiness security methods and considerations

* No groundworthiness and no culture of applying certifications/regulatory there
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Al in Aeronautical Systems

s SAE WG 34 reviews current aerospace software, hardware, and
system development standards used in the certification/approval
process of safety-critical airborne and ground-based systems, and
assesses whether these standards are compatible with a typical
Artificial Intelligence (Al) and Machine Learning (ML) development
approach.
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Objectives of the Aviation Standards

» Ensure safety of life and safety of operations

» Provide globally uniform, equitable services to the aircraft while assuring
sovereignty of the airspace

» Enable collaborative surveillance, navigation and communication for
efficient airspace management

» Ensure minimum acceptable performance, quality of information,
reliability and predictable (deterministic) behavior of systems and
components

» Ensure availability of interoperable and line-replaceable parts and services
for improved operational costs over long, life-cycle of systems

*%* Guarantee airworthiness and dispatchability of aircraft for safety
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Aviation Standard Bodies

Established by the
1944 treaty at Chicago
Convention

Operates as a United
nations constituency

Caters to prime
objectives of global
interoperability,
uniformity & equitable
service of aircraft over
all UN countries

Defines system
functional and
interoperability
requirements

RTCA = EURQCAE

« Specifies services, system
& avionics concept of
operations, safety and
performance requirements

+ Specifies methods for
requirements verification

- FAA uses RTCA standards
for US airworthiness
certification

+ EASA/Europe uses
EUROCAE standards for
the same purpose

« Other countries mostly
follows either RTCA or
EUROCAE standards

=

AEEC (1

+ Established by aircraft
operators to specify
avionics form, fit and
functions supporting
airline operations

* Primary goal is for
avionics vendors and
aircraft manufacturer to
have uniform
equipment standards
for line replacement
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lllustration of Areas Covered by Standards Organizations

Architecture and Interfaces

) Concept of Information
Airline / OW _fypes &
S interfaces

Operator
ROIUTETeTS Functional
Ferfurmgnc:e Allocation
Allocation Performance
Vetrods | SocurtyMgt_J . Boundaries
Technical Requirements Transition Considerations

Functional Interoperability Legacy to
.@Eﬂ%) %uirementj/ Current to Future )
Operational
Operational Spectrum \WW
Requirements '
U Lo Sl Integration

Safety with other sys Implementation

Security ‘ .
\"‘E’Wiw Requirements B

© 2022 |IEEE AESS - ASP 41st DASC, Portsmouth, VA, 19-Sept-2022



Elements Covered by ICAO Standards

Performance Requirements

. Sa% Airine |

Operator
Requirements

Performance \
Allocation / Performance
—— Verification
Methods

Technical Requirements

Functional Interoperability
Requirements _. requirements
Spectrum
requirements
Security
requirements
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Implementation
Guidance

41st DASC, Portsmouth, VA, 19-Sept-2022



Elements Covered by RTCA/EUROCAE Standards

Performance Requirements

. SHTEEE/ Airine

Operator
Requirements

Performance \
Allocation / Performance _

Verification
Methods /

Technical Requirements

Functional
Requirements _»

Operational
Requirements

Security Safety
requirements _J/ Requirements
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Elements Covered by AEEC Standards

Performance Requirements Architecture and Interfaces
Safety Services s
Airline /
Operator
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Performance
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Relationship to Other Standards

/

%+ Aviation industry typically developed their own standards, until recently

Systems and capabilities required for aviation were not used in the commercial or consumer
world

Areas where capabilities overlapped between aviation & commercial, aviation requirements
were lot more stringent due to safety of life considerations

* Operational requirements & constraints for aviation are much tighter than commercial /
consumer systems

Aviation systems has 20+ years of operating life cycle and aviation systems take a long time to

upgrade/replace. This is contrary to consumer systems where business needs & innovations
drive obsolescence in couple of years

4

L)

% Technology maturity for commercial autonomy (UAS, self-driving cars, etc.); analytics;
and high-volume information exchange, storage and computation has increased the
prospect of leveraging commercial standards for aviation:

* Several recent aviation standards have been based on IEEE, SAE, NIST and ISO specifications
e Acurrent ICAO goal is to leverage commercial standards

- Where feasible, use commercial standards directly by reference
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Challenges for Al Standardization in Aviation

\/
0‘0

>

o0

*

L)

A core premise of Al is learning where the system learns and adapts its behavior to
achieve the optimum, desired outcome

* The Al system response for a given set of excitations in a given environment are not
necessarily the same (i.e., deterministic, unique and predictive)

- In Al System response, there is always a delta error from the target response

- An Al System learns from every encounter to reduce & optimize the error delta

For aviation systems, the regulator expectation is that for every scenario, i.e., a set of
excitations in a given environment, the expected system response MUST be the same

* The safety of life risks and liabilities associated with an uncertain outcome is too large for
aviation

An approach for Al standards and certification could be to provide an acceptable error
tolerance for each expected system response

* Need to have high confidence (10-6t010-9) or lower probability that response will be outside
the tolerance)

* Standards MUST also define a fail-safe option, to mitigate unexpected Al system behavior
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Wrap Up

** Al is a key enabler of MDTM and associated avionics systems
evolutions

*** The ongoing transformation embraces:

Low-level ATM for AAM (regional and urban air mobility)
UAS access to all classes of airspace (supported by UTM)
Atmospheric flight above FL600

Orbital and suborbital spaceflight

DSS for Comms, Nav and Surveillance/EO Services
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Wrap Up

** Higher levels of automation and Al are essential to cope with
the increased traffic complexity (trusted autonomous
operations)

¢ Trusted autonomy must address predictability and integrity
challenges (both in Al-based avionics systems and in closed-
loop human-machine systems)

** Fully integrated and interoperable CNS+A systems require an
evolution of present day certification standards, specifically
addressing safety and security of Al-based cyber-physical
systems
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If you wish to discuss how you can contribute to the ASP activities
please send me an email at: roberto.sabatini@ku.ac.ae

You can find additional information about the ASP at:
https://ieee-aess.org/tech-ops/avionics-systems-panel-asp
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